REQUEST FOR PROPOSALS (RFP) No. P22001, IT Maintenance/Repair Services
Agency IT Demographic Information
(RFP Attachment H)


Central Office

· HP-based Windows Server 2019 that is both a file server and a Domain Controller

· 1TB Mirrored system disks 
· RAID5 3TB data volume

· 32GB of memory
· Dual power supplies

· Two (2) APC 2200va connected 
· One (1) Sonicwall TZ400-class firewall w/security bundle

· Three (3) Aruba IAP345 access points (fully meshed)
· One (1) Site-to-Site VPN connection to the Secondary Facility

· One (1) Site-to-Site VPN connection to the remote Vault DR recovery site

· Fifteen (15) Global VPN licenses for mobile workforce

· One (1) 4TB Synology network-attached device used for backups of the Primary Site server data 
· Two (2) 2TB Netgear network attached device used for ancillary backups; local and Harris House

· One (1) 24TB Synology 1817+ NAS Array for remote replication of all server and key workstations using Synology Drive and Synology Drive Client
· NovaBackup backup software for ancillary backups

· One forty-eight (48) port HP Switch for all workstations

· Five (5) Dell Workstation Systems running Windows 10 and Office 2016

· Two (2) Dell Laptop Systems running Windows 10 and Office 2016

· Three (3) HP Zbook Fury 15 Laptop Systems running Windows 10 and Office 2016

· Two (2) HP Pavilion 15 Laptop Systems running Windows 11 and Office 2016
· Seven (7) HP Elitebook Mobile Workstation Laptops, most with docking stations running Windows 7 Professional and Office Professional 2010 for emergency use
· Ricoh MP301 SPF copier/printer/scanner
· Ricoh MP C4503 copier/printer/scanner/fax
· Seven (7) HP M501 Desktop LaserJet Printers

· Two (2) HP 1102w Desktop LaserJet Printers
· All workstations are protected by server-based:

· Trend Micro Business Standard End-point Security

· MalwareBytes Premium End-point Security

· Windstream Business-Class Internet:

· Demarcation head end device

· Cisco distribution router

· DMZ Netgear switch

· Windstream IP Phone System

· Fifteen (15) Desktop Phone

· One (1) 24-port Cisco PoE Switch (Phone dedicated)

· One (1) Netgear 250 Firewall for Phone System Isolation

Harris House Office

· One (1) generic Workstation running Windows 7

· One (1) APC 900va connected 

· One (1) Sonicwall TZ190-class firewall and wireless access point 

· One (1) Site-to-Site VPN connection to the Primary Facility

· One (1) Synology network-attached device used for remote backups of the Primary Site server data

· Ricoh MP301 SPF copier/printer/scanner

· Windstream Business-Class Internet Services
Production Notes
· The network has all local data being redirected to the production server for centralized backups of all end-user data.

· All server data is being replicated to a Vault DR facility 

· Two (2) workstations have their secure local data being replicated to a remote Vault DR facility

· The end-user community currently uses Google Suite for all e-Mail and groups,    scheduling, enterprise instant messaging, and some Cloud Storage

· The majority of applications used by GMHA are federal and state services are cloud-     based.
· The enterprise server, workstations, network and devices is managed monthly remotely to ensure that all patches, updates, DR, and endpoint protection is functioning.

· All new desktops, laptops, and server are not covered by OEM warranty coverage with various coverage expiration dates.
· The data and voice networks function on separate cable plants for fault tolerance 
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