MPHA Contract No. 19.xxx
State and Federal Data Privacy Statement

The undersigned vendor and a person performing services under Contract No. 19.xxx may have access to
MPHA data that is classified private data under the Minnesota Government Data Practices Act, Minn.
Stat. 813.01 et. al. and applicable federal law.

Data about tenants or program participants, including but not limited to their names, unit numbers and
property addresses, except for highrise buildings, are benefit data and private. See Minn. Stat. §13.462.
Vendor will ensure that persons who receive private data will protect the status of data. The
unauthorized disclosure of private data is subject to civil and criminal penalties.

Vendor will ensure that persons who have access to private data will comply with state and federal
law. No one shall obtain, access, view, disclose or reproduce the private data for any purpose except when
needed to perform this contract.

Vendor will return to MPHA or confidentially destroy all copies of private data when no longer necessary to
perform the contract.

Vendor will not disclose the private data to an Unauthorized Person. An Authorized Person is a person who
accesses the private data without a work assignment that reasonably requires the data or regardless of work
assignment for a purpose not authorized by Minn. Stat. 8§ 13.05 subd. 5.

Vendor will prevent a Breach of Security. A Breach of Security means the unauthorized acquisition (as
defined in Minn. Stat. § 13.055) of MPHA private data that compromises the security and classification of the
data. If a Breach of Security occurs Vendor will comply with the notice and report procedures in Minn. Stat.
§ 13.055.

Date:
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Print Name
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